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Abstract proposed [1]-[4] in recent years. We can divide the pro-

Most existing watermarking techniques embed water{osed watermarking schemes into two classes depending
marks into the entire image without taking the image con-on the domain of watermark insertion: frequency- and spatial-
tent into account. For many app"cationsl a certain por.domain Watermarking methods. The former class prOVideS
tion of an image is more important than the other regionsbetter protection against signal processing attacks while
which is often called the region of interest (ROI). In this the later class preserves more spatial-domain information.
work, we develop two wavelet-based watermarking schemes
which exploit both frequency- and spatial-domain infor-
mation to embed invisible and robust watermark. The first

scheme requires the original image and the priori infor- . L : : :
: . : marks in the entire image without taking the image con-
mation of ROI during watermark extraction. The second . o . .
tent into account. For many applications, a certain portion

scheme does not require the knowledge of the original im- . ; . .
. . " of an image is more important than others. Especially, for
age and ROl in the retrieval process. In addition to enforc-_, . . . . . !
) . . o object-oriented images, regions that cover the main objects
ing copyright protection on digital images, the proposed . . X
: : . re of major concern to the image owner. For example, in
interactive ROI watermarking schemes can be used as dafa _. . ; .
: : . : . : ..~ “a picture with a person appearing at the center, the im-
labeling to assist content retrieval in multimedia archiving.

. e viewer usually cares more about the person than the
Experimental results show that the embedded watermar 9 yce : P
. . ) . ) ackground of the picture. The portions that attract more
is robust against various attacks with more protection on

RO attention of an image viewer are called the regions of in-
' terest (ROI). It is desirable to embed robust watermarks
) in ROI to give them better protection. Following our pre-
1. Introduction vious work in [5],[6], two wavelet-based threshold adap-
) ) ) ) ] tive watermarking schemes are proposed to embed robust
The rapid growth of multimedia manipulation tools and g invisible watermark in ROI. For both proposed meth-
wide availability of network access lead to the convenienceods, the image owner selects some parts of the image as

of digital data processing, delivery and storage. Unlikepg tg insert the watermark. The main difference between
traditional analog copying with which the quality of the thege two algorithms is that the second scheme requires

duplicated content is degraded, powerful digial facilities original image as a reference in retrieving the water-

can produce a large amount of perfect copies in a shorf o ‘B using the combined spatial-frequency character-
period of time. This may benefit content distributors butigsics of the wavelet transform, the proposed watermarking

become the nightmare of content owners, if the propegchemes can maintain good image integrity and the em-
copyright protection cannot be successfully enforced. Digyegded watermark can resist various attacks. Most impor-

ital watermarking has been recently proposed as a solu[anﬂy ROI does receive better protection.
tion for prohibiting copyright infringement of multime- '

dia data. By embedding indelible and imperceptible la-

bels and/or signatures into various digital media, extrac-

tion of the embedded information without ambiguity can  This paper is organized as follows. The process of con-
be used to identify the copyright owner or legitimate recip-structing ROI in the transform domain is described in Sec-

ients to prevent these data from being illegally distributedtion 2. The first and the second watermarking schemes are
or misused. Here, we focus on applying digital watermark-presented in Sections 3 and 4, respectively. Experimental
ing techniques to information embedding in digital im- results are shown in Section 5. Finally, concluding remarks

agery. Several digital image watermarking schemes havare provided in Section 6.

Most existing watermarking techniques embed water-
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2. ROI Construction in the Frequency
Domain

ROI is usually selected by image owners or users in the
space domain. After selecting ROl in an image, it is straight
forward to embed the watermark in the space domain, i.
modifying values of image pixels directly so that we can
decide as our will on what portions of the image should be
embedded with what kind of watermarks. It is worthwhile
to point out that there may be different ROl in the same im- (&)
age depending on different applications. However, spatial
domain watermarking is vulnerable to signal processing
attacks such as compression and filtering. The fragility|
of the spatial-domain watermark technique limits its appli-
cations to data hiding or image authentication. To achieve
robust and imperceptible watermarking, we choose to cag
the watermark onto significant frequency domain coeffi-
cients.

The wavelet transform is used to achieve the decorre
lation of pixel values. Since the energy of most images (c) (d)
is concentrated in the low frequency components, the hiFigure 1 (a) The original image, (b) the contour of ROI, (c) the
erarchical pyramid wavelet structure is used in our algo-spatial-domain ROI map, and (d) the wavelet-domain ROl map
rithm, where subbands are logarithmically spaced in thevith decomposition level equal to 4.
frequency domain (i.e. octave-band decomposition). To
begin with, the image is divided into four subbands and

critically sampleq. Each coefficient represents a Spati%ore than 2 points belonging to ROI, this block is set to
area corresponding to approximatel & 2 area of the be in ROI in the next coarse map. Three of the four finest

original image. Four subbands are obtained by cascadingubbands have the same map. We continue with the low-
vertical and horizontal decompositions. Three of four sub-

. - ow frequency band to construct the ROl map in the next
bands represent the finest scale wavelet coefficients. ‘IJ q y b

. . oarse level. An example is given in Fig. 1. The original
obtain the next coarser scale of wavelet coefficients, th'ﬁnage where a person is surfing on the wave is shown in

lowest frequency subband is further decomposed and lefig 1(a). The person is marked as ROl in Fig. 1(b). The
ically sampled. The splitting process continues until a cer-_ - : i '

i . spatial ROl map is drawn in Fig. 1(c) while the wavelet
Fam f|nal.scale |s.re.acr_1ed. It has been observed that ther omain ROI map is depicted in Fig. 1(d).
is a spatial self-similarity between wavelet subbands. For
instance, low-activity areas are expected to be identified
in the coarest levels of the pyramid, and they are often 3. ROI Watermarking Scheme |
replicated in finer levels at the same spatial locations. Sev-
eral well-known coding algorithms, such as EZW [7] and after the wavelet-domain ROI map is constructed, we cast
SPIHT [8], exploit this property to achieve a high coding the watermark signal onto siginificant wavelet coefficients
efficiency. with respect to this frequency ROl map. To select sig-
Motivated by the above observation, we can construchificant coefficients for robust watermark embedding, we
the ROI map in the wavelet domain from the spatial ROlexamine significant subbands first by using the principle
map. To construct the spatial ROl map, an image owneof MTWC (multi-threshold wavelet coding)[9] and, at the
may draw a contour around a target object to form thesame time, examine the frequency ROl map to embed wa-
ROI, which can be of any shape but a closed contour. Altermarks. The watermark is embedded and adaptively scaled
of the pixels within the contour compose the desired ROl by subband threshold values to maintain perceptual integrity.
If we only have one type of ROI in an image, the spatial Significant coefficients are those with a larger magnitude.
ROI map will takes two values, one value for ROI and oneln general, these coefficients do not change a lot after sig-
value for the rest of the image. Then, we can construct th@al processing and/or compression attacks. If they do change
wavelet-domain ROl map from this spatial ROl map in asubstantially, the reconstructed image will be perceptually
straightforward fashion. That is, we divide the spatial ROldifferent from the original one. The general procedure of
map into blocks with siz@ x 2. In each block, if there are significant coefficient selection is as follows.
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1. Initialization: Se the initial thresholdT, of each
subbaul to one haff of its maximum absolué value
of codfcient inside the subband Sd all codft
ciens un-selected.

2. Selet the subbanl (excep the DC term) with the
maximumvalue of 3, x T, where 3, isthe weight-
ing facta of subbands. For the selecte subband,
weexamireall un-selectd codficientsC, (zy ) within
the ROl ard choo® codftient which are greater
than the curren thresholdT, as significartcoefi-
cients.

3. Thewatermak is cag in the selecte significarico-
effcients obtaine in Step 2.

4. Updat the new threshotl in subbands via 7,¢" =
T,/2.

5. Repeda Step 2 to Step 4 until all ROl watermark
symbok are cast.

ROI may not be the only region with watermak em-
bedding For example ROl may only occlpy asmal por-
tion of an image To increag the robustnes of the whole
imageto combdintentionad or unintentionawatermak at-
tacks we shoutl inset the watermak signd to othe parts
of theimage Thus after castirg the watermak sequence
of lengthL; onto codficientassociaté with ROI, we cast
anothe watermak sequene of length L into codficiens
regardles of ROI. Rese threshold?’; of ead subbax to
one half of its maximum absolué value inside the sub-
band Omitting ROI in Step 2, we repead Step 2to Step 4
to cag the watermak onto significaricodficientschosen
from remainirg un-selectd codficientuntil we embel all
the watermak symbols The totd lengh for embedded
watermarkis equad to L; + L». It shoul be noted that
the secom patt of watermak embeddig is not restricted
to regions outsice ROI. If a given ROI is large it is still
possibeto cag watermak into ROI during the secoml wa-
termarkirg stage.

The formula of watermak castirg is

C.(zy ) =Cs(zy ) +afsTs W, 1)
where(C isthe selectel origind coeficient, C" is the wa-
termarkel codficient, T is the currer threshodl of sub-
bands, W, takestwo values 0.5 ard -0.5, ard is the kth
watermak elemenin awatermak sequeneof lengthiN,, =
L, + L,. Thewatermak sequeneis generatd by a seed,
which can be viewed as a use ID numbe. « andg are
scalirg factors The value of « is adjustabé by the user
to increag (or decreasethe watermarkd image fdelity
and decreas (or increasg the securiy of watermak pro-
tection It ischose thata € (0.0, 1.0]. The parametefs;
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is usdl to contrd the subband selectio ordea. For exam-
ple, alarger value of 3, in highe frequerty subband can
give signifcart codftiensin the highe frequerty com-
ponens ahighe priority.

For the watermak detectio part, the extractal error
can be written as

ESp(zy ) =C5p(zy ) — Cs(zy ),

whereC™ is the codftiernt coming from the possibé at-
tackel imagel* andC; is the codftiert of the original
imagel. The detectim is performal by computirg the
similarity betweenC* andC' as

I, 1) = Sk Bowo ) Boiey )
T N G E e (e T

whereN,, istheamourt of watermak symbols,E; 1.(zy )
is the origind watermak and £, (zy ) is the attacked
watermak with respetto wavelet codficientC (zy ). Note
tha we use the inner produd of El andE; ;, normalized
by their norns as the similarity measurewhich measures
the cosire function of the angk of two vectors Any simi-
larity measue lessthan zem istreatal as zerq wherthese
two vectorsEy and E; ;, are actualy in the reverse di-
rection The maximum value of the similarity is 1 if the
watermak is perfectly extracted.

Even thoudh the pseudo-randm watermak sequence
cannd give a better correlation detection than the random
numbe sequene with a normd distribution, the enegy
of various watermak signak can be mace similar so that
the integrity of the watermarkd image can be maintained
within a bound Thus watermarls generatd by different
seed (or owned by differert user$ can have the same de-
gree of robustnes agains attacks.

)

4. ROI Watermarking Schene I

The secom watermarkilg scheneis a blind watermarking
schemewhich mears tha origind image is not required
in watermarkimgy retrieval. Although the origind image
as well as ROI information are unkrnown in the retrieval
processthe systen can allow uses to decice which por-
tions of the image they are interesté in ard inform users
whethe thes regions are embeddd with watermaris or
not To make blind watermarkig work, the embedding
patt is modified as follows. For an image of size N x M,
apseudo-randm numbe map which takes two values 0.5
ard -0.5, is made The size of the randon numbe map
isn x m wheren < N andm < M. The large the
size of the randan numbe map is, the bette detection re-
pong can be achieved at the expen® of a larger storage
spae or memol during the watermak embeddiig and re-
trieval process Significart cofficients are selecte by the
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same method described in Section 3. When a coefficient could provide more robustness to attacks but a poorer
is selected and its coordinate(is, y), we check the posi- PSNR performance in the watermarked image. Another
tion (z(mod)n, y(mod)m) on the pseudo-random number difference between ROI schemes | and Il is that the num-
map to decide the watermark symbol. ber of the extracted watermark signals in blind retrieval is
The most difficult problem associated with blind water- much smaller than the embedding numbgy since only
marking in the wavelet domain is to identify coefficients pixels in ROI, instead of the whole image, are selected for
with the embedded watermark and the embedded watewatermark retrieval .
mark values. The main idea of blind watermark algorithm  In addition to copyright enforcement, the proposed in-
is to truncate the selected original significant coefficients tateractive ROl watermarking schemes can also be used as
some specified value to generate “pseudo-original” signifdata labeling to assist content retrieval in image databases.
icant coefficients and then watermark signals are cast ontin image archiving, high performance data representations
these “pseudo-original” coefficients to form the protectedand structures are essential to image database management.
or watermarked coefficients. By using traditional database indexing methods, it is not
Let Cs(z,y) be the selected significant coefficients in easy to index the location, size and relationships of the
the subband with current subband threshdlq, i.e.7s <  objects in the image. In the newly-proposed database in-
C(z,y) < 2xTs, thenthe protected version6f ismod-  dexing techniques, the objects are extracted by low-level
ified as feature extraction or segmentation. However, it is very dif-
, ficult to achieve perfectimage segmentation and image un-
Cs (2, y) = signx 8y (Cs (2, y)) + B TsW (2, y). (3) derstanding methods may need to be included to improve
the performance of object extraction. Related techniques
of image understanding are not mature yet for object re-
trieval. ROl watermarking could bridge the gap between
the traditional and newly-proposed indexing methods.
A, (Cy(z,y)) = (1 + 2pa)Ts, 4) The interface of our database system can allow the user
to choose his or her ROI from the sample image. The ob-
and wherep is an integer betweehand(2a)~!. The dis-  jects of the sample image are embedded with different wa-
tanceDIS, p(z,y) betweemA,(Cs(z,y)) andCs(z,y)is  termarks that are defined in advance by the database man-

whereW (z,y) is the watermark symbol in the location
(z,y) on the pseudio-random number majyn is the sign
value ofC;(x,y), and the operation\, is defined as

defined as ager. The watermark can be a number or a string, which
may represent as large as a category (e.g. people, animals,
DIS;p(z,y) = |Ap(Cs(z,y)) — |Cs(z, )]l .- transportation tools etc.) or as small as a person, a brand

of car, a type of product etc. The detailed information can-

not be achieved by using low-level texture extraction. Be-
sides, the label is embedded directly into the image. It
is not related with data format and requires no additional
space for storing object’s shape, position and class. Fur-
thermore, the labeling is inseparable from the image data
DIS, (x,y) < a x Ty. a}nd .is difficult to be removed even under com.pression or

filtering processes. After the user marks ROI in the sam-

During the watermark retrieval process, the user choosple image, the database system can easily identify what

apoint(xg, yo) on the image. Then, a window of size&w kind of objects the users really want to retrieve from the
centered atxo, yo) is formed as ROI for watermark detec- image archiving. The interactive database system can pro-
tion. The blind watermark detection formula is basically vide him or her with all related candidate images to choose.
similar to Equation (2) with the replacement®Bf ;.(z,y) What we need is a lookup table to interpret the meaning of
by the embedded watermark, which may stand for a hyper-
link, a price tag, or some explanations of an image. There-

B (z,y) = O p(2,y) — sign x ApC5 (2, y), fore, quite a few applications, e.g. advertisement, enter-
tainment and education, etc., can be achieved by using the

blind ROI watermarking scheme.

Then, we can obtaip by

p = argmin DIS; . (z,y).
p’

After p is selected, we have

whereA,, is equal to(1 + 2pa)Ty, and wherel’;" is ob-
tained fromC™*.

SinceT’; comes from the largest coefficient in subband
s, and no watermark is embedded in this coefficidnt, 5. Experimental Results
should be very close td;. Given the constraing; < 1.0,
if the distortion onC’; «(x,y) is less thamTy, then the In ROl watermarking scheme I, two kinds of embedding

)

watermark orC, (z,y) can be perfectly detected. A larger scenarios are compared to demonstrate its performance:
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Table T Peak value of the correlation response in Watermark

detection with ROI and without ROI
Global attacks| with ROI | without ROI
JPEG5% quality 0.34 0.35
image blurring 0.27 0.21
uniform noise adding 0.48 0.48
histogram equalize 0.36 0.40
regional attackg with ROI | without ROI
background cropping 1.00 0.25
background noise 1.00 0.68
background blurring 1.00 0.49
object sharpening 0.53 0.55

watermark embedding with and without considering ROI. .|
For a512 x 512 image shown in Fig. 1(a), we embed a ~
watermark sequence with lengify, = 3072 into an im- .
age. In ROI watermarking the fir@b48 watermark sym- g
bols are embedded in ROI and the 12824 symbols are (© (d)
embedded according to the energy of the remaining unse,, '
lected coefficients. The scaling facteris 0.5. The ROI
watermarked image is shown in Fig. 2(a). The watermark’
in the spatial domain, i.e. the scaled difference betweer..
the original image and the watermarked image, is demon-
strated in Fig. 2(b). The correlation detection response i< |

shown in Fig. 2(c). 1000 watermarks are tested and only i i Lkl

the embedded watermark with ID numidén has the peak (e) (f)

value very close to the optimal resultf). In Fig. 2(d), we  Figure 2 (a) The ROI watermarked image, (b) watermark in the
crop the background of an image and refill the croppedspatial domain, (c) the correlation detection response without at-
part with a single gray level color. The detection responseack, (d) the cropped ROI watermarked image, (€) the correlation
is shown in Fig. 2(e). The peak valugg7, is still much  getection response of the cropped ROI watermarked image, (f)
higher than others and the existence of watermark can bge correlation detection response of the cropped watermarked
proved without doubt. If we embed the same watermarkmage without considering ROI.

sequence of lengtd072 without considering ROI, the cor-

relation detection result is shown in Fig. 2(f), where the

watermark is still detected because the threshold-adaptive

method can successfully select significant coefficients forrable 2 Peak value of the correlation response in blind ROI wa-
robust watermark embedding. However, the peak valugermarking under various JPEG and SPIHT compression levels.
has been significantly decreaseditd5 owing to the se-
vere distortion of the whole image. Comparisons between

both embedding scenarios under various attacks are shown JPEG(quality) | PSNR(dB)| Ptl | Pt.2| Pt3
in Table. 1. The results show that watermarking with ROI 100 42.95) 0.99| 0.94| 0.96
outperforms watermarking without ROl in object-selective 75 33.44]1 0.77| 0.82| 0.75
attacks. 50 30.89| 0.65| 0.62| 0.64

We can also embed different watermarks into different 25 29.03]| 0.59] 0.60| 0.55
objects in an image. A&56 x 512 image with 3 objects SPIHT(bpp)| PSNR(dB)| Pt.1| Pt.2| Pt3
(cats) is shown in Fig. 3(a). Three different watermarks 1.0 34.56| 0.69| 0.82 | 0.76
with seeds300, 500 and700 are embedded into these three 0.7 32.09| 0.57 | 0.61| 0.57
cats, respectively. The length of the watermark sequence 0.5 30.31]| 0.60| 0.59| 0.58

embedded in each object 1§24. The watermark in the
spatial domain is shown in Fig. 3(b), which tells us that the
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centered ax, y) is treated as ROI for watermark retrieval.
The size of the block used in our experimentisx 64
and the retrieval number is set to d&6. The scaling num-
bera is 0.25. We select one point on each objects shown
in Fig. 4. The retrieval results under different JPEG and
SPIHT compression levels are provided in Table 2. With
our definition, the peak value larger thés indicates the
existence of the watermark. We can clearly find that if the
selected point is within the desired ROI, the ID number of
the object can be identified successfully.

6. Conclusion

= 5 ey e were proposed to embed robust and invisible watermark
R i By with concerns of regions of interest (ROI) in this work.

: ; Ty s The embedded watermark is robust against various attacks
and more protection is given towards ROI. The watermark

- retrieval can be done without resorting to the original im-
(b) age and the detection result is unambiguous. In addition
Figure 3 (a) The cats image with 3 objects and (b) the watermarkto copyright protection, ROl watermarking schemes, com-
signal in the spatial domain. bined with interactive feedback database system, can be
used in a variety of applications, such as entertainment,
advertisement and education, etc.
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